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so, be aware of your devices and how they work. when you
have software on your device, whether it's your
smartphone, tablet, or laptop, you're trusting the software
maker to make sure it's safe. hackers are already looking
for those weaknesses and using those to get into your
system. there's no way to be 100 percent secure, but if you
adopt basic security habits, you can make it much harder
for hackers to get into your system. so protect yourself, and
your device, from malware by installing antivirus software
like windows defender or mcafee, and be sure to keep it
updated. remember, there's no getting away from malware,
and you'll never be completely safe. but by adopting these
basic security habits, you can make it a lot harder for
hackers to get into your system, and to do real damage. we
don't want to put you off our amazing hackathon
competition and encourage you to learn how to protect
yourself from malware. but if you take the time to
familiarize yourself with the tools we have explained above,
you can minimize the risk of getting hacked while you enjoy
a fantastic weekend of hacking. because of their low cost
and their ability to infiltrate end user systems, we’re seeing
an uptick in the number of attacks targeting mobile apps.
as i write this article, for example, there are threats of
ransomware to google play, with the same phishing emails
as those targeting android devices. if you’re an android
user, be cautious about downloading apps from the play
store. in both the pc and phone hacking cases, the bad
actors behind the attacks are active on the dark web, which
is a world of its own, separate from the open web. the dark
web is made up of websites that require special software to
access. the identity of the site’s operator is usually hidden
from users, who are instead presented with a login form.
because they’re so hard to access, the dark web is often
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used for criminal activity, including the distribution of
malware, buying and selling drugs, and facilitating human
trafficking. if you’re planning a purchase on the dark web,
be sure you understand the risks.
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You may think that only your smartphone can be hacked.
But nearly a decade of Android hacking has found hackers
willing to perform a lot of their evil antics on the online side
of the internet, where they can leverage all the resources of

an army of hacked devices at their disposal. Perhaps the
most notorious case of this was that of the WikiLeaks cell
phone army . Another oft-cited case involved what many

believe was the first of several global ransomware lockouts:
the widely publicized WannaCry cyber-attack , in May of

2017. Still today, the Reddit forum dedicated to ransoming
from the WannaCry worm (whose hidden demand was "5

BTC") hosts a dedicated ransomer. Even the modest
assumption that your phone has a far superior likelihood of
being hacked relative to your average desktop computer is

pretty stunning in the context of Android's growing
popularity. However, a hackers' pursuit is not a competition

of who has fewer security holes, but of who can hack the
most profitable holes. Some of the apps you download may
not be in your best interest. It is up to you to decide if you

wish to use the Third-party app marketplaces: if you do, you
need to make sure you are getting what you signed up for.
Apps there are also usually very bad, with known virus and
malware developers making a living out of using them to
spread. So depending on your organization, threat model,
and relationship to the user base, at times you may be a
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victim of these incidents. With nation-state hackers, the
attack will be undetected until detected. Because of this,

you can only hope the victim/target organization would be
able to identify the incident in advance, which isn't always

possible. When this occurs, you could be a victim of a
politically motivated hack, but not the hackers themselves.
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